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Usage with 4D – Method AD_UserGroups 
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$out:="" 
C_BLOB($result) 
PLATFORM PROPERTIES($plat) 
If ($plat#3) 
  ALERT("This code uses Active Directory. It can be used on Windows only") 
  Else 
  $path:=Temporary folder+"myscript.vbs" 
  $status:=Test path name($path) 
  If ($status=1) 
    DELETE DOCUMENT($path) 
  End if 
  $ref:=Create document($path) 
  $cr:=Char(13)+Char(10) 



  $text:="Dim WshNetwork"+$cr 
  $text:=$text+"Dim FSO"+$cr 
  $text:=$text+"Dim strUserName"+$cr 
  $text:=$text+"Dim strUserDomain"+$cr 
  $text:=$text+"Dim strDNSDomain"+$cr 
  $text:=$text+"Dim bjRootDSE"+$cr 
  $text:=$text+"Set WshNetwork = WScript.CreateObject(¥"WScript.Network¥")"+$cr 
  $text:=$text+"Set FSO = CreateObject(¥"Scripting.FileSystemObject¥")"+$cr 
  $text:=$text+"strUserName = WSHNetwork.UserName"+$cr 
  $text:=$text+"While strUserName = ¥"¥""+$cr 
  $text:=$text+"WScript.Sleep 100"+$cr 
  $text:=$text+"strUserName = WSHNetwork.UserName"+$cr 
  $text:=$text+"Wend"+$cr 
  $text:=$text+"strUserDomain = WSHNetwork.UserDomain"+$cr 
  $text:=$text+"WScript.StdOut.Write strUserName & vbCR & vbLF"+$cr 
  $text:=$text+"WScript.StdOut.Write strUserDomain & vbCR & vbLF"+$cr 
  $text:=$text+"Set objRootDSE = GetObject(¥"LDAP://RootDSE¥") "+$cr 
  $text:=$text+"strDNSDomain = objRootDSE.Get(¥"defaultNamingContext¥")"+$cr 
  $text:=$text+"WScript.StdOut.Write strDNSDomain & vbCR & vbLF"+$cr 
  $text:=$text+"Set CreateMemberOfObject = CreateObject(¥"Scripting.Dictionary¥")"+$cr 
  $text:=$text+"CreateMemberOfObject.CompareMode = vbTextCompare"+$cr 
  $text:=$text+"Set objUser = GetObject(¥"WinNT://¥" & strUserDomain & ¥"/¥" & strUserName & 
¥",user¥")"+$cr 
  $text:=$text+"For Each objGroup In objUser.Groups"+$cr 
  $text:=$text+"WScript.StdOut.Write objGroup.Name & vbCR & vbLF"+$cr 
  $text:=$text+"Next"+$cr 
  SEND PACKET($ref;$text) 
  CLOSE DOCUMENT($ref) 
  $out:="" 
  $input:="" 
  $err:="" 
  $cmd:="cscript //Nologo "+Char(34)+$path+Char(34) 
  SET ENVIRONMENT VARIABLE("_4D_OPTION_HIDE_CONSOLE";"true") 
  LAUNCH EXTERNAL PROCESS($cmd;$input;$out;$err) 
  DELETE DOCUMENT($path) 
  $out:=Replace string($out;Char(13)+Char(10);Char(13)) 
  $out:=Win to Mac($out) 
  If ($err#"") 
    $out:="Error: "+$err+Char(13)+Char(13)+$out 
  End if 
  If (Count parameters>0) 
    Case of 
    ¥ (Type($1->)=Text array ) 
      ARRAY TEXT($1->;0) 
      $pos:=Position(Char(13);$out) 
      While ($pos>0) 
        APPEND TO ARRAY($1->;Substring($out;1;$pos-1)) 
        $out:=Substring($out;$pos+1) 
        $pos:=Position(Char(13);$out) 
      End while 
      If ($out#"") 
        APPEND TO ARRAY($1->;$out) 
      End if 
    ¥ (Type($1->)=Is Text ) 
      $1->:=$out 
    End case 
  End if 
End if 
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ARRAY TEXT(arrText;0)  
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Using your own password system 
On Startup
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$domain:=[Prefs]Domainname 
$domainsuffix:=[Prefs]Domain_Suffix 
$groupname:=[Prefs]Main_Group 
PLATFORM PROPERTIES($plat) 
If (($plat=3) & (Not(Shift down))) 
  ` this gives us a chance to use the system on Mac 
  ` or Windows computers not belonging to a domain server 
  ARRAY TEXT($users;0) 
  AD_UserGroups (->$users) 
    If (Size of array($users)>3) ` else cannot be a legal login 
      If (($users{2}=$domain) & ($users{3}=$domainsuffix)) 
      $pos:=Find in array($users;$groupname;4) 
        If ($pos>0) 
        ` User exist and is in the group - so let him in 
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        ` User exist and is in the group - so let him in 
        $helpblob:=[Prefs]Adminpassword 
        DECRYPT BLOB($helpblob;[Prefs]Private_key;[Prefs]Public_key) 
        $password:=BLOB to text($helpblob;Text without length ) 
        CHANGE CURRENT USER([Prefs]Adminuser;$password) ` this gives us the right to 
create/modify users 
        `check the current valid/assigned groups 
        ARRAY TEXT($groupnames;0) 
        ARRAY LONGINT($grouplist;0) 
        ARRAY LONGINT($grouplistold;0) 
        GET GROUP LIST($groupnames;$grouplist) 
        For ($i;1;Size of array($groupnames)) 
          $pos:=Find in array($users;$groupnames{$i};4) 
          If ($pos<1) 
            $groupnames{$i}:="" 
          End if 
        End for 
        $pos:=Find in array($groupnames;"") 
        While ($pos>0) 
          DELETE ELEMENT($groupnames;$pos) 
          DELETE ELEMENT($grouplist;$pos) 
          $pos:=Find in array($groupnames;"") 
        End while 
        `check if user exists in 4D password system, else create 
        $Username:=$users{2}+"/"+$users{1} 
        ARRAY TEXT($Userlist;0) 
        ARRAY LONGINT($UserID;0) 
        GET USER LIST($Userlist;$userID) 
        For ($i;1;Size of array($userID)) 
          If (Is user deleted($UserID{$i})) 
            $Userlist{$i}:="xxxxxxxxxxxxx" 
          End if 
        End for 
        $pos:=Find in array($Userlist;$Username) 
        If ($pos<0) 
          $password:="" 



          For ($i;1;15) 
            $password:=$password+Char((Random%(90-65+1))+65) 
          End for 
          $newID:=Set user properties(-2;$Username;"";$password;0;!00/00/00!;$grouplist) 
          QUERY([Users];[Users]Name=$Username) 
          If (Records in selection([Users])=0) 
            CREATE RECORD([Users]) 
            [Users]Name:=$Username 
            [Users]ID:=$newID 
          End if 
          TEXT TO BLOB($password;[Users]Password;Text without length ) 
          ENCRYPT BLOB([Users]Password;[Prefs]Private_key;[Prefs]Public_key) 
          SAVE RECORD([Users]) 
        Else 
          $newID:=$userID{$pos} 
          QUERY([Users];[Users]Name=$Username) 
          DECRYPT BLOB([Users]Password;[Prefs]Private_key;[Prefs]Public_key) 
          $password:=BLOB to text([Users]Password;Text without length ) 
          ` check if groups are still valid 
          GET USER PROPERTIES($newID;$name;$startup;$passdummy;$login;$logdate;$group
listold) 
          $modified:=False 
          If (Size of array($grouplist)#Size of array($grouplistold)) 
            $modified:=True 
          Else 
            For ($i;1;Size of array($grouplistold)) 
              If ($grouplistold{$i}#$grouplist{$i}) 
                $modified:=True 
              End if 
            End for 
          End if 
          If ($modified) 
            $newID:=Set user properties($newID;$name;"";$password;$login;$logdate;$groupli
st) 
          End if 
        End if 
        CHANGE CURRENT USER("__login";"") 
        ` login back, just to be sure that if login fails, we have no rights 
        CHANGE CURRENT USER($Username;$password) 
      End if 
    End if 
  End if 
End if 
If (($newID=0) & (Current user="__login")) ` this is only the case on Mac or without domain 
  CHANGE CURRENT USER 
End if 
If (Current user="__Login") 
  ALERT("Sorry, there was a problem with login, please try again...") 
  QUIT 4D 
Else 
  ` do your startup job here... 
  ` Startup 
End if 
Using 4D’s password system 
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About the method AD_UserGroups 
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