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Hashing Collision Tests 
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Source Code Only: Sanity Checking Screen

 

[Dialogs];"HashTest_SanityCheck"

HashUtility_SanityCheckFunction Private
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SumBytes: A Simple Example Hashing Function 
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97(a)+98(b)+99(c)=294
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C_TEXT($text) 
C_LONGINT($length;$character;$sum) 
$text:="abcdefghijklmnopqrstuvwxyz1234567890" 
$length:=Length($text) 
C_LONGINT($sum) 
For ($character;1;$length) 
$sum:=$sum+(Ascii($text[[$character]])) 
End for 
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/Volumes/Echidna/Documents/Projects/Writing/Materials/Tech_Notes_and_Present

atio ns/1_In_Progress/Hashing/HashingFunctions/4D_2004_2.app/Contents/4D\ E
xtensions/Spellcheck/CordialSpeller.bundle/Contents/MacOS/CordialSpeller 

 

々 オ  

C_TEXT($1;$new_path) 
$new_path:=$1 
QUERY([Stored_Paths];[Stored_Paths]Path=$new_path) 
オ
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QUERY BY FORMULA  

C_TEXT($1;$new_path) 
$new_path:=$1 
QUERY BY FORMULA([Stored_Paths];[Stored_Paths]Path=$new_path) 

 

QUERY BY FORMULA([Stored_Paths]; CS_AlphasAreEqual([Stored_Paths]Path;$new_path)) 
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` Trigger for [Stored_Paths] 
Case of 
¥ (Database event=On Saving Existing Record Event ) 
[Stored_Paths]Hash:= HashTools_HashText(->[Stored_Paths]Path;"SumBytes") 
¥ (Database event =On Saving New Record Event ) 
[Stored_Paths]Hash:= HashTools_HashText(->[Stored_Paths]Path;"SumBytes") 
End case 
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C_TEXT($1;$new_path) 
$new_path:=$1 
C_LONGINT($hash) 
$hash:= HashTools_HashText (->$new_path;"SumBytes") 
 
QUERY([Stored_Paths];[Stored_Paths]Hash=$hash) 
QUERY SELECTION BY FORMULA([Stored_Paths]; CS_AlphasAreEqual ([Stored_Paths]Path;$new
_path)) 
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Collisions and the Need for Sequential Comparisons 
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C_TEXT($1;$new_path) 
$new_path:=$1 
C_LONGINT($hash) 
$hash:= HashTools_HashText (->$new_path; "SumBytes") 
If (Records in selection[Stored_Paths>1) 
QUERY([Stored_Paths];[Stored_Paths]Hash=$hash) 
QUERY SELECTION BY FORMULA([Stored_Paths]; CS_AlphasAreEqual 
([Stored_Paths]Path;$new_path)) 
End if 
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Collisions Rates of Different Hashing Algorithms 
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Data Set Values SDBM BKDR RS AP DJB JS ELF PJW Sum- 

10  118925 2 3 4 5 14 23 327 327 3147 

3  30405 0 0 0 0 0 3 77 77 1183 

4  4754 0 0 0 0 0 0 1 1 791 

1KB  1000 0 0 0 0 0 0 0 0 88 

16KB  1000 0 0 0 0 0 0 0 0 88 

9  977 0 0 0 0 0 0 0 0 250 

 831 0 0 0 0 0 1 3 3 218 

  2 3 4 5 14 27 408 408 5765 

SDBM SumBytes
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Replacing QUERY SELECTION BY FORMULA 
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C_TEXT($1;$new_path) 
$new_path:=$1 
C_LONGINT($hash) 
$hash:= HashTools_HashText (->$new_path;"SumBytes") 
QUERY([Stored_Paths];[Stored_Paths]Hash=$hash) 
QUERY SELECTION BY FORMULA([Stored_Paths]; 
CS_AlphasAreEqual([Stored_Paths]Path;$new_path)) 
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C_TEXT($1;$new_path) 
$new_path:=$1 
C_LONGINT($hash) 
$hash:= HashTools_HashText (->$new_path;"SDBM") 
QUERY([Stored_Paths];[Stored_Paths]Hash=$hash) 
If (Records in selection([Stored_Paths])>0) 
ARRAY LONGINT($record_numbers_that_might_match;0) 
ARRAY TEXT($text_values_to_check;0) 
SELECTION TO ARRAY([Stored_Paths];$record_numbers_that_might_match) 
SELECTION TO ARRAY([Stored_Paths]Path;$text_values_to_check) 
ARRAY LONGINT($record_numbers_that_do_match;0) 
For ($loop_counter;1;Size of array($text_values_to_check)) 
If ( HashUtility_AlphasAreEqual ($new_path;$text_values_to_check{$loop_counter})) 
` The new path matches the current element in the text array. 
` Add the original record number the array of record numbers 
` we'll use below to build the resulting selection. 
C_LONGINT($record_number) 
$matching_record_number:=$record_numbers_that_might_match{$loop_counter} 
APPEND TO ARRAY($record_numbers_that_do_match;$matching_record_number) 
End if 
End for 
` The array below is either empty or has record numbers of records whose 
` Path field = the new path we're looking for. 
CREATE SELECTION FROM ARRAY([Stored_Paths];$record_numbers_that_do_match) 
End if 
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How Much Time Can Hashing Save? 
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Source Values AP BKDR DJB ELF JS PJW RS SDBM Sum- Q/BY/F 

1KB 1000 0.86 0.81 0.81 0.88 0.82 0.83 0.82 0.83 1.67 108.46 

16KB 1000 6.67 6.84 6.50 6.32 6.18 6.18 7.13 6.40 23.57 301.41 

 977 0.43 0.38 0.44 0.43 0.37 0.40 0.45 0.41 1.11 251.89 

々  11 0.18 0.27 0.64 0.18 0.18 0.36 0.18 0.36 0.55 268.64 

 100 0.37 0.27 0.27 0.22 0.30 0.31 0.27 0.33 0.57 267.02 

  1.70 1.71 1.73 1.60 1.57 1.62 1.77 1.67 5.49 239.48 
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Source Values  Sumbytes Q/B/F 

- 1KB 1000 1.00 2.01 130.46 

- 16KB 1000 1.00 3.61 46.19 

1000  977 1.00 2.69 609.54 

々  11 1.00 1.85 909.23 

100  100 1.00 1.95 912.89 

  1.00 2.42 521.66 
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Source Values AP BKDR DJB ELF JS PJW RS SDBM Sum- Q/BY/F 

1KB 1000 324 398 401 392 399 400 392 399 399 5064 

16KB 1000 338 396 393 395 396 397 395 396 395 8267 

 977 333 392 400 395 394 398 397 393 398 9490 

々  11 328 394 404 400 382 399 405 391 396 9400 

 100 332 396 398 394 394 396 397 391 397 9510 

  331 395 399 395 395 398 397 394 397 8346 
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Source Values  Sumbytes Q/B/F 

- 1KB 1000 1.00 1.00 12.75 

- 16KB 1000 1.00 1.00 20.91 

1000  977 1.00 1.01 23.99 

々  11 1.00 1.00 23.72 

100  100 1.00 1.00 24.07 

  1.00 1.00 21.09 

 

4th Dimension 4D Server QUERY BY FORMULA

4D Server 4th Dimension

521 4D Server 21

4D Server 25

さ ┞

├ 0.3-0.4 QUERY BY FORMULA

5-9.5  

 

A Few Words About Performance Tests 
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QUERY SELECTION BY FORMULA 16000

オ 350 QUERY SELECTION BY FORMULA
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Why Is QUERY SELECTION BY FORMULA So Slow? 
QUERY BY FORMULA QUERY SELECTION BY FORMULA
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Technique:  
Refining Query Results with Multiple Hashes 
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C_TEXT($1;$new_path) 
$new_path:=$1 
C_LONGINT($hash) 
$hash:= HashTools_HashText (->$new_path;"AP") 
QUERY([Stored_Paths];[Stored_Paths]AP_Hash=$hash) 
If (Records in selection([Stored_Paths])>1)` Refine the selection with the second hash. 
$hash:= HashTools_HashText (->$new_path;"ELF") 
QUERY SELECTION([Stored_Paths];[Stored_Paths]ELF_Hash=$hash) 
If (Records in selection([Stored_Paths])>1)` Refine the selection with the third hash. 
$hash:= HashTools_HashText (->$new_path;"BKDR") 
QUERY SELECTION([Stored_Paths];[Stored_Paths]BKDR_Hash=$hash) 
End if 
End if 
Assume SELECTION TO ARRAY based code is used here. 
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Speed Cost of Hashing 
BLOB

さ

さ

ゝ 150000

オ  

Data Set Values AP RS ELF BKDR DJB SDBM JS PJW Average 

 977 1 1 1 2 2 2 1 5 2 

 831 1 1 2 2 1 2 1 5 2 

 4754 9 9 16 34 13 12 10 31 17 

 30405 39 41 49 46 56 56 46 185 65 

1KB  1000 98 129 105 103 129 137 143 156 125 

 118925 270 203 238 215 325 265 251 727 312 

16KB  1000 1682 1753 1734 1767 2223 2388 2423 2400 2046 

sum 157892 2100 2137 2145 2169 2749 2862 2875 3509 2568 

2100(2.1

) AP 3509 (3.5 ) PJW
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Technique: Building Longer Hash Keys 
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C_LONGINT($ap_hash) 
C_LONGINT ($elf_hash) 
C_LONGINT ($bkdr_hash) 
$ap_hash:= HashTools_HashText (->[Element_Map]XML_Path;"AP") 
$elf_hash:= HashTools_HashText (->[Element_Map]XML_Path;"ELF") 
$bkdr_hash:= HashTools_HashText (->[Element_Map]XML_Path;"BKDR") 
` Convert the three hashes to a single string. 
` Put a dash between hashes, like so: 
` 24554-89099-34566 
C_STRING(20;$longHashKey_s) 
$longHashKey_s:="" 
$longHashKey_s:=$longHashKey_s+String($ap_hash) 
$longHashKey_s:=$longHashKey_s+"-" 
$longHashKey_s:=$longHashKey_s+String($elf_hash) 
$longHashKey_s:=$longHashKey_s+"-" 
$longHashKey_s:=$longHashKey_s+String($bkdr_hash) 
[Element_Map]Long_Hash_Key:=$longHashKey_s 
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Technique: Hashing Only Part of the Data 
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Technique: Case-Insensitive Comparisons 
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` Trigger for [Stored_Paths] 
Case of 
¥ (Database event=On Saving Existing Record Event ) 
[Stored_Paths]Hash:= HashTools_HashText (->[Stored_Paths]Path;"SumBytes") 
C_TEXT($uppercase_text) 
$uppercase_text:= Uppercase([Stored_Paths]Path) 
[Stored_Paths]Hash_Case_Insensitive:= HashTools_HashText (->$uppercase_text;"SumBytes") 
¥ (Database event=On Saving New Record Event ) 
[Stored_Paths]Hash:= HashTools_HashText (->[Stored_Paths]Path;"SumBytes") 
C_TEXT($uppercase_text) 



$uppercase_text:= Uppercase([Stored_Paths]Path) 
[Stored_Paths]Hash_Case_Insensitive:= HashTools_HashText (->$uppercase_text;"SumBytes") 
End case 
 

 

 

C_TEXT($uppercase_text) 
$uppercase_text:= Uppercase([Stored_Paths]Path) 
[Stored_Paths]Hash_Case_Insensitive:= HashTools_HashText (->$uppercase_text;"SumBytes") 
 

Uppercase 

Lowercase

 

 

C_TEXT($1) 
C_TEXT($new_path_uppercase) 
$new_path_uppercase:= Uppercase ($1) 
C_LONGINT($hash) 
$hash:= HashTools_HashText (->$new_path_uppercase;"SumBytes") 
QUERY([Stored_Paths];[Stored_Paths]Hash_Case_Insensitive=$hash) 
QUERY BY FORMULA([Stored_Paths]; [Stored_Paths]Path=$new_path) 
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Tip: Constructing "Not Equals" Searches Correctly 
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unsigned int ELFHash(char* str, unsigned int len) 

{ 

unsigned int hash = 0; 

unsigned int x = 0; 

unsigned int i = 0; 

for(i = 0; i < len; str++, i++) 

{ 

hash = (hash << 4) + (*str); 

if((x = hash & 0xF0000000L) != 0) 

{ 

hash ^= (x >> 24); 

hash &= ~x; 

} 

} 

return (hash & 0x7FFFFFFF); 

} 

/* End Of ELF Hash Function */ 

C_LONGINT($0;$hash) 
C_TEXT($1;$str) 
$str:=$1 
$hash:=0 
C_LONGINT($x) 
C_LONGINT($len) 
$x:=0 
$len:=Length($str) 
C_LONGINT($i) 
For ($i;1;$len) ` Note: 4D numbers strings from 1, not 0. 
$hash:=($hash << 4)+(Ascii($str$i)) 
$x:=$hash & 0xF0000000 
If ($x#0) 
$hash:=$hash ^| ($x >> 24) 
$hash:=$hash & ($x ^| -1) 
End if 
End for 
$0:=$hash 

オ ゼ



A Note About MD5 
MD5 MD5

さ
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More Details About the Source Code 
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Method Scope Description 

Compiler_HashTools Protected  

HashBlob_AP Private BLOB AP  

HashBlob_BKDR Private BLOB BKDR  

HashBlob_DJB Private BLOB DJB  

HashBlob_ELF Private BLOB ELF  

HashBlob_JS Private BLOB JS  

HashBlob_PJW Private BLOB PJW  

HashBlob_RS Private BLOB RS  

HashBlob_SDBM Private BLOB SDBM  

HashBlob_SumBytes Private BLOB SumBytes  

HashDocument_AP Private AP  

HashDocument_BKDR Private BKDR  

HashDocument _DJB Private DJB  

HashDocument _ELF Private ELF  

HashDocument _JS Private JS  

HashDocument _PJW Private PJW  

HashDocument _RS Private RS  

HashDocument _SDBM Private SDBM  

HashDocument _SumBytes Private SumBytes  



 
HashDocument_AP Private AP  

HashDocument_BKDR Private BKDR  

HashDocument _DJB Private DJB  

HashDocument _ELF Private ELF  

HashDocument _JS Private JS  

HashDocument _PJW Private PJW  

HashDocument _RS Private RS  

HashDocument _SDBM Private SDBM  

HashDocument _SumBytes Private SumBytes  

HashDocument _AP Private AP  

HashTools Read Me Private Private  

HashTools Read Me Public Public Public/Protected  

HashTools_FindBlobByHash Private BLOB  

HashTools_FindByHash Protected  

HashTools_FindPictureByHash Private  

HashTools_FindTextByHash Private  

HashTools_GetErrorText Protected  

HashTools_GetHashTypeNames Protected  

HashTools_GetLastErrorCode Protected  

HashTools_GetLastErrorLocation Protected オ  

HashTools_HashBlob Protected BLOB  

HashTools_HashDocument Protected  

HashTools_HashPicture Protected  

HashTools_HashText Protected  

HashTools_InitializeErrorText Private  

HashTools_InitializeTypeNames Private  

HashTools_InstallErrorSystem Private  

HashTools_RestoreErrorHandler Private  

HashTools_SetError Private  

HashUtility_AlphasAreEqual Private  

HashUtility_DocRefIsValid Private  

HashUtility_PicturesAreEqual Private  

HashUtility_SanityCheckFunction Private  

HashUtility_TypeNameIsValid Private ッ 

 


