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About Web Passwords
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4th Dimension's Default Behavior
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C_BOOLEAN($0;$acceptConnection_b)
C TEXT($1) " Surl t)

C_TEXT($2 “;$httpHeader 1)
C_TEXT($3) “;$clientlPAddress_t)
C_TEXT($4) “;$serverlPAddress_t)
C_TEXT($5:$userName_t)
C_TEXT($6;$password_t)

$userName_t:=$5
$password_t:=$6

vIf (WebLoginlsOkay($userName_t;$password_t)
$acceptConnection_b:=True
vElse
$acceptConnection_:=False
End if

$0.=%acceptConnection_b
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HTTP/1.1 401 Authorization Required.

Server: 4D_WebStar_D/2004

Date: Tue, 10 Oct 2006 00:21:20 GMT

WWW-Authenticate: Basic realm="Web_Login_Default.4DB"
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Implementing a Custom Web Password Challenge
Overview
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Incoming Request
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Bad URL 4DCGI 4DACTION
On Web Connection Specific Method
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Customizing On Web Authentication
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C_BOOLEAN($0;$acceptConnection_b)
C_TEXT($1,$2,$3,$4,$5,$6)

T 4DACTIONX Y w RTFHl S 272 Ic I—HH E/INAT— R ZREF
C_TEXT(WebDemo_UserName_t)
C_TEXT(WebDemo_UserPassword_t)
WebDemo_UserName_t:=$5
WebDemo_UserPassword_t:=$6

$0=True
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Customizing On Web Connection
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C_TEXT($1;$url_t)

C_TEXT($2) *;$httpHeader t)
C_TEXT($3) “:$clientlPAddress_t)
C_TEXT($4) ":$serverlPAddress_t)
C_TEXT($5;$userName_t)
C_TEXT($6;$password_t)

Surl_t=81
$userName_t:=$5
$password_t:=$6

C_BOOLEAN($loginOkay._b)
$loginOkay_b:=True

v If (WebLoginlsRequired ($url_t))
$loginOkay_b:=WebLoginlsOkay ($userName_t;$password _t)
vIf (Not($loginOkay_b))
WebLoginSendChallenge
End if
End if

vIf ($loginOkay_b)

vCase of
v¥ (Surl_t="/protected.html")
SEND HTML FILE("protected/page_reached.html")

v¥ (Surl_t="/4DCGlI/CallMethodWith4DCGI@")
MethodCalledBy4DCGI

vElse
C_TEXT(WebDemo_RequestedURL _t)
WebDemo_RequestedURL_t:=$1
SEND HTML FILE("not_found.html")
LEnd case

End if
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The WebLoginIsRequired Method
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C_BOOLEAN($0;$loginRequired_b)
C_TEXT($1;$url_t)

Surl_t=$1
$loginRequired_b:=False

vCase of
v¥ (Surl_t="/protected@") " protected7 « L 7 & U LI T IEFHEN N E
$loginRequired_b:=True

v¥ ($url_t="/4DCGI@") * 4DCGIIFRIAEN HE
$loginRequired_b:=True

v¥ (Surl_t="/4DACTION@") ~ 4DACTIONI&FEEN A E
$loginRequired_b:=True

vElse
| $loginRequired_b:=False
LEnd case
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The WebLoginIsOkay Method
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C_BOOLEAN($0:$loginlsOkay_b)
C_TEXT($1;$userName_t)
C_TEXT($2$password_t)
$loginlsOkay_b:=False

$userName_t:=81
$password_t:=$2

vIf ((SuserName_t="guest") & ($password_t="4D"))
$loginlsOkay_b:=True
End if
$0-=3loginlsOkay_b
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$loginlsOkay_b:=False

vIf (Count parameters=2)
$userName_t:=$1
$password_t:=$2
vElse
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v If (Undefined(WebDemo_UserName_t)) = & DS WT &
{ WebDemo_UserName_t:=""
End if
vIf (Undefined(WebDemo_UserPassword_t)) ~ & D1EHRWIT &
{ WebDemo_UserPassword_t:=""
End if

$userName_t:=WebDemo_UserName_t
$password_t:=WebDemo_UserPassword_t

LEnd if

vIf ((SuserName_t="guest") & ($password_t="4D"))
$loginlsOkay_b:=True
LEnd if

$0:=$loginlsOkay_b
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C_BOOLEAN($0;$loginlsOkay_b)
C_TEXT($1)
C_TEXT($2

$loginlsOkay_b:=False

Y aA—H%Z &)X T—RIE0On Web Authenticationh S fi7&
v If (Undefined(WebDemo_UserName_t)) = & DEEWT &
{ WebDemo_UserName_t:=""
End if
vIf (Undefined(WebDemo_UserPassword_t)) = #DEaWIZ &
{ WebDemo_UserPassword_t:=""
End if

vIf ((WebDemo_UserName_t="guest") & (WebDemo_UserPassword_t="4D"))
{ $loginlsOkay_b:=True
End if

$0:=$loginlsOkay_b



The WebLoginSendChallenge Method
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ARRAY TEXT(WebDemo_HttpHeaderNames_at;3)

ARRAY TEXT(WebDemo_HttpHeaderValues_at;3)
WebDemo_HttpHeaderNames_at{1}:="X-VERSION" ~ /9 ChhE—E5%
WebDemo_HttpHeaderValues_at{1}:="1.1"

WebDemo_HttpHeaderNames_at{2}:="X-STATUS" = # 9 IhhEZER
WebDemo_HttpHeaderValues_at{2}:="401" ~ T5—1—R

C_TEXT($realm_text)
CIRT—=RERDZBDICRHE
‘reamBIFEETEREL THEDRW
$realm_text:="" " %l Basic realm="Web Login Demo"
$realm_text:=$realm_text+"Basic realm="
$realm_text:=$realm_text+Char(Double quote )
$realm_text:=$realm_text+"Web Login Demo"
$realm_text:=$realm_text+Char(Double quote )

WebDemo_HttpHeaderNames_at{3}.="WWW-Authenticate"
WebDemo_HttpHeaderValues_at{3}:=$realm_text

SET HTTP HEADER(WebDemo_HttpHeaderNames_at;WebDemo_HttpHeaderValues_at)
SEND HTML FILE("password_challenge.html")

ELF @ HTTP/HTML %, Lita— Nk W s afR 2~ L CWWEJ, <IDOCTYPE HTML
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HTTP/1.1 401 Authorization Required.

Server: 4D_WebStar_D/2004

Date: Tue, 10 Oct 2006 02:28:11 GMT
WWW-Authenticate: Basic realm="Web Login Demo"
Connection: close

Last-Modified: Tue, 10 Oct 2006 02:28:11 GMT

Expires: Wed, 11 Oct 2006 02:28:11 GMT

Content-Type: text/html;Charset=Shift_JIS
Content-Length: 1092

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd" >
<htmlI>
<head>
<title> "2 U — PR ETY, </title>

<link
rel="Stylesheet"
type="text/css"



title="Styles for 4D Web Log-in Examples"
href="/styles.css"
rev="Stylesheet">

</head>

<body>

<hl>=a2—H4 LR T— RN NLETT, </hl>

<PpSERENTZAY v REFIEIR—VICT 7B ATHEDICE, 2=V L LR T — RANLE
TY, TRIAZZZBIZLT, A 22—V HERRT—RETITUFRERTLHUA L RUIZA
LT EEV:I</p>

<img
src="password_help.jpg"
alt="Password dialog"
width="527"
height="385">

<p><b>t r F</b>: = —¥ X <span class="html_text">guest</span> /XA U —
Fi% <span class="html_text">4D</span>T9, 2—H#4 L X2 U — RNERFEA @l L7~
Bo., T 7 PR EROY 7 2 A R TR UBEREZEET DI IICHRES L THET,
ZDI, 77UV EKRTTLETIE, BEla—PFHLERRT—-REAS LRI TH, 77k
AufTDHENTELITT T, </p>

<p><a href="/index.html">Home</a></p>

</body>
</html>

Authenticating from within 4DACTION Methods
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C_TEXT($0;$1) "4DACTIONTIO—ILanfcXV v R

vIf (WebLoginlsOkay =False)
WebLoginSendChallenge

vElse ° FEEIERTH
SEND HTML FILE("protected/method_ran_through_4daction.html")

End if



On Web Authentication Versus the Custom Solution_ ________
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On Web Authentication Custom Solution

HTTP/1.1 401 Authorization Required. HTTP/1.1 401 Authorization Required.

Server: 4D_WebStar_D/2004 Server: 4D_WebStar_D/2004
WWW-Authenticate: Basic WWW-Authenticate: Basic realm="Web
realm="Web_Login_Default.4DB" Login Demo"

o TWD DL realm OFS 721 T, WAX LY Y a—2 2 DiEH Tlikrealm 4% HHIC
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The server 192,168, 1.102 at Web_Login_Default.4DB
requires a username and password.

Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection).

User name: (€ | x|

Password: I -

Enter valid name

Enter valid password

[ Remember my password

oK I Cancel I

by b a—=¥HE guest SR — FIZ4DTY, 2—HFHEANRAT — FHGRiF# L 7z 856, e 72 79102
HERl ) 7 2 A P TR RZEE T2 E0IESNTOET, 20k, 77927 T2F T, fifnla—
FHENRAT=FEANL LS TH, 77 AZK T LI EHTEZRTTT,

Home



Additional NOtes on web Passwords .............................................
Web Passwords Are Not Secure
COZLFWSOEFALTHHMLIELL0S Z&IFRNWTLE Y, Web N2 T—RFid®F
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Authorization: Basic Z3VIc3Q6NEQ=

Z3VIC3Q6NEQ= &\ 9 U411, guest:4D &\ ) UFF| & Hiflilc base64 = 22— KL7= 4
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Do Not Use 4D Passwords Over the Web
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A EWS OORETDHIENTEET

Web/tX7— K
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Note DT 27 =k — FTERY EIF T35 Web SRV — R RT AZFEETDH7-0IT1E.
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Browsers Remember Web Passwords
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Tip  http://chrispederick.com/work/webdeveloper/ CTAF4 % Z &3 CT& % FireFox ®

Web Developer =7 27 v g V2T U, HTTP XAV —RZ2 0> TH 7 U 7T
HZEMTEET, A7V a3 OEFATI Miscellaneous > Clear Private Data > Clear

HTTP Authentication T,

Case-Sensitivity Is Optional
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Summary
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