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Introduction 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

Since Docker was introducted to the market in 2012, it has become one of the fastest-growing 
technologies. For many Developers or system administrators, Docker is undeniably a staple in 
every toolchain, since its utility changes and adapts to every profile and need. Developers can 
focus on writing code without worrying about the final user’s system where it will be executed 
on, while also offering a potential gain of time by using already existing programs designed to 
run in Docker containers as a part of the final application. DevOps engineers can also benefit 
from the implementation of Docker for its flexibility, shareability and cost efficiency since it 
reduces the number of needed systems. 

This technical note will introduce Docker tool and detail from scratch the installation and 
configuration steps, different ways of interacting with Docker hub and containers using Docker 
commands. 

Overview 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

Docker is a tool that has been designed to make it easier to create, deploy and run 
applications by using containers. Primarily developed for Linux, it also runs on Windows 
systems. Containers allow developers to create a custom application ecosystem packaging up 
an application with all the needed parts, such as libraries and dependencies. Once a container 
is created, developers can rest assured that their application will be able to run on any Linux or 
Windows machine (depending on the container type), regardless of any custom settings that 
the target machine might have. Unlike virtual machines that slice and dice physical server 
resources, Docker does the same slicing operations but with operating systems, so that every 
container gets its own process id and file system. To sum up, Docker is a container engine, 
that creates a virtual operating system then assigns it to a container inside of which we can run 
applications. This allows applications to use the same kernel as the system they’re running on. 

Docker Architecture 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
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Docker engine 

Docker engine is the main part of the whole Docker system. A client-server application 
is installed in the host machine composed of three main components:  

Server: Named “dockerd” it’s a Docker daemon that can create and manage 
Docker images, containers and networks. 

Rest API: Necessary to manage Docker daemon and instruct its tasks. 

Command line Interface: Client used to input Docker commands. 

Docker client 

Docker users will interact with Docker through a client. It will send every Docker 
command to “dockerd” daemon whenever they are executed. 

Docker registries 

All created Docker images will be stored in these registries, which can be either public 
managed in the Docker hub or private. Whether using Docker pull, run or push, the 
required Docker image will be pulled or sent to the configured registry. 

 

Docker Lifecycle 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
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Images 

To be concise, a Docker image simply is a read-only template with a list of instructions 
that once executed will create a Docker container. Docker images can be either pulled 
from the Docker hub (registry) and exploited directly or pulled and modified to create a 
custom image or created via Dockerfile. Dockerfile is a simple file (named Dockerfile) 
without any extension and that has all the necessary instructions to create a container 
and execute it. Docker image is multilayered, thus has a base and a top layer. Base 
images are usually read-only while the top layer can be written. 

Containers 

Once a container is created and up running using the proper commands, all the pre-
configured applications will be running inside it. From one image, it is possible to create 
multiple containers on multiple Docker platforms. 

A container will run a silent process on the host machine as it does not require to boot 
up a guest operating system, making it very performant and lightweight. 

Volumes 

Data generated by Docker and used by containers are stored in volumes. They are 
managed via Docker CLI/ Docker API. Rather than saving all data within containers 
writable layer, using volumes are proved to be way more interesting. As a volume exists 
even outside of a context of a container’s lifecycle, saving data via volumes is useful for 
makes containers more lightweight. 

 

Docker Installation 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

The first step is to create an account on Dockerhub: https://hub.docker.com/ 

Click on sign up then proceed to enter your information. Once done, proceed to email 
validation. 
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1. Download Docker Installer 

Window
s 

https://download.docker.com/win/stable/Docker%20Desktop%20Installer
.exe 

macOS https://download.docker.com/mac/stable/Docker.dmg 

Linux https://docs.docker.com/install/linux/docker-ce/ubuntu/#install-docker-
engine---community-1 

 

2. Start the installer and follow up with the wizard (next) by keeping the default options for 
now. 

3. Open a terminal and verify that the installation was successful by typing the following 
command: docker version 
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Implementing Docker with 4D 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

Containerization benefits 

 

Application containerization is an OS level virtualization method that does not require the use 
of virtual machines, which can prove to be very costly and slow performing in many cases due 
to their resources’ usage. To counter this, opting for this mechanism turns out to be very useful 
since multiple isolated apps and services can run on a single host accessing one OS kernel. 

Containers offer many substantial advantages compared to their older counterparts. Take a 
look at the following:  

Deployed anywhere: It is possible to run containers virtually everywhere. Windows, 
Linux, and macOS can be deployed on a VM, simple machine, at a datacenter and in 
the cloud. 

Consistency: Creating a predictable well controlled environment can prove to be very 
complex, but not with containers, since they offer a proper isolation from other 
applications and manage dependencies.  

Some level of security: Even though the lack of isolation from the core OS presents 
some security threats, as security scanners do not protect the application inside the 
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containers, containerization provides security benefits since it isolates the containers to 
an interesting level. 

Containerization and 4D 

4D Developers can benefit from this concept because it is easy to implement and there are 
significant benefits in production environment. The following use cases will explain in detail 
how to deploy a 4D Server in a container separately from data, beginning with the 
prerequisites.  

4D Prerequisites  

In order for 4D to run with Docker, please make sure that the following recommendations 
are met:  

• Remove any traces or Windows from database startup 
• Since no GUI will be displayed from the container, licenses must be already 

registered. 
• To make it easier, generating a server standalone application with embedded 

licenses can be useful, still opening a database with a 4D server is still doable. 

More prerequisites could be added when using a GUI application inside of a container is 
necessary:  

• VNC client on the host machine + installing VNC server on the container to enable 
the GUI to be displayed. 

• X Server (X is the generic name for the X Window System display server) 

 

Demo: 4D Server and Docker 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

Images & containers 

Now that Docker is installed, double click on docker.exe and wait for Docker to completely 
boot up. Create a new folder, then a new file named “dockerfile” with no extension. The 
newly created file will contain the “script” required to create the image. Inside the Docker 
folder, create a “database” folder which will contain the database, a “license” folder for 
licenses and finally a “4d_server” folder for a copy of 4D server. 

Note 1: It is possible to download and silently install 4D server directly inside the container, 
but the method used here remains simpler. 

First, choose the database that will be containerized and copy its folder to the “database” 
folder in the Docker folder. Then, do the same for licenses. Both database and 4d_server 
folders will be placed in a folder named “content”. 

This is what the Docker folder should look like at the end. 
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Step1 : Type the dockerfile script 

Once executed, the script should do the following:  

1. Download a Windows 10 image from the system. If the image is not found, pick it 
out from Dockerhub. 

2. Create a working directory inside the container with the following path 
C://application 

3. Copy 4d_server and database folders from the host to the container’s working 
directory. The licenses folder’s content will be copied to the 4D's directory used to 
get its licenses, which is: C://ProgramData//4D//Licenses (the list of folders in the 
path will be created) 

4. Expose ports needed to communicate with the elements inside the container. 

5. Run 4D server with the chosen database. 

These steps can be translated into the following: 

 

Let’s take a closer look at every script line: 
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1. From mcr.microsoft.com/windows:10.0.18362.418: Creates a layer from the image 
windows:10.0.18362.418 available in the Dockerhub. This will be the base image on 
which the containers run. Go through the following step to get images from the hub: 

• Open the following URL: https://hub.docker.com/ 
• In the search bar, type in the name of the needed image. Here it’s going to be a 

Windows image (all OS images are available)  
• From the list, choose the best suited image for the project. 
• Once in, scroll down and check the tags. In this case, the 18362.418 tag was picked 

since it matches the windows 10 version on our host. (In order to check which OS 
version is on the host, execute the cmd dxdiag). Selecting a wrong tag will not work 
in this case. 

Note: Remember to always pick official, Docker certified or verified publisher’s images 
to avoid any potential security issues. 

 

2. WORKDIR C://application: Workdir sets the working directory for every RUN, CMD, 
ENTRYPOINT, COPY and ADD instructions that follow it in the dockerfile. Using 
absolute paths with Workdir is recommended. 

3. ADD content ./: Similar to copy, it copies local files into the container. 

4. EXPOSE 19813: The expose instruction will indicate on which ports the container will 
listen to connections. In our case, it’s going to be 19813 (application server port) and 
8080 (in case access to the web server is needed). 
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5. CMD["c://application//4d_server//4D_Server.exe","c://application//plgn_area_crea
tor_component.4dbase//plgn_area_creator_component.4DB"]: The cmd instruction 
should be used to execute the application in the container using the image. In this case, 
it’s going to be 4D Server and the chosen database. Note that the path to the elements 
is not local, but in the container. Therefore, providing local paths will not work. 

 

Once the dockerfile is complete, the natural follow up would be to execute the 
instructions within it and create a custom local image. But before that, a small 
configuration is required since the image is a Windows image and Docker uses Linux 
containers by default. In order to fix this, click on Docker’s icon down in the notification 
bar, and choose “switch to windows containers”. Note that this operation might take 
several minutes. 

Step 2 : Create an image 

To create an image, execute the following command while making sure to be in the folder 
containing the dockerfile:  

Docker build –t autoit_img.: This command builds Docker images from 2 elements: 
dockerfile, which contains instructions, and “context”, which could be defined as the 
set of files located in the specified Path/Url. The –t parameter is used to specify the 
images custom name. Note that the “.” is a parameter. 

Note: The image has been tagged as “latest” which is how Docker manages different 
images versions. 
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Step 3 : Create a container 

To create a container using the generated Image and container execution: 

docker run --name autoit_conta -d -it autoit_img: 

 

This instruction will create and execute a container which name is specified via the –name 
flag. The –d option means that the container will start in detached mode which signifies that 
it will exit as soon as the root process that was used to run the container exits. 

Note that once the docker run is executed, only the last  CMD instruction will be executed 
from the dockerfile. In this case, it is used to launch 4D Server. 

To check if the container is up and running, use the following command:  

 

The displayed list shows the list of running containers, the used image, the exposed ports 
and container name and ID. 

To look at the elements contained within the Docker (via cmd), use the following command:  

docker exec -it autoit_conta cmd.exe: 

 

This command runs a new command in a running container. It will only run as the 
container’s primary process if running, meaning it will not restart if the container is 
restarted. In this case the executed command is cmd.exe and it will open a command line 
inside the container. The –it flag signifies that the container will open in interactive mode. 

Once executed successfully, it will show the container’s active tasks: 
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Notice that 4d_server.exe is up and running. A 4D client can now be connected to the 
container's server from the host machine via container's IP. It is possible to get the 
container’s IP using one of the following methods:  

Execute a Docker exec command. Inside the container, run a simple ipconfig.  

Run the following command from the host: Docker inspect autoit_conta. This command will 
display a list of container’s information. Check the IP address from “Networks”: 
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Introducing volumes  

Implementing Docker volumes is one of the most efficient ways to handle persistent data 
created and exploited by containers. In this case it could be done by removing the .4DD file 
and indexes from the database’s folder and placing them separately in a separate volume. 
Volumes also offer many advantages:  

• Volumes can be implemented in both Linux and windows containers. 
• Volumes can be easily managed and safely shared between a multitude of 

containers. 
• It is possible to pre-populate new volumes from a container. 
• Volumes can be stored on remote hosts or cloud providers with their content 

secured (encryption). 

In order to implement this feature, stopping and removing the container becomes 
necessary. Not doing so while trying to re-run it will cause the following error to appear. 

 

To fix this, execute the following commands: (make sure to exit the interactive mode before 
proceeding, by running “exit”) 

• Docker stop autoit_conta: Will stop the running container. 
• Docker rm autoit_conta: Will remove the container. 
• Docker rmi autoit_img: Will remove the image. 

In order to separate the data file (.4DD) from the rest of the database + the index, match 
and journal files cut and paste all the mentioned files from the database’s folder to a new 
folder near the dockerfile named “data”.  
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Then create a new file named “execute_4d.bat” that will serve as an entry point to the 
container, meaning that it will be executed in the dockerfile as a CMD. The new .bat file will 
execute 4D server by passing parameters such as structure and data file paths necessary 
to recognize the data file on the volume. This is what the folder should look like: 

 

To modify dockerfile and execute_4d.bat to support the recent modifications: 

 

ADD execute_4d.bat: Copies the .bat file from the host to the container's working 
directory  

CMD c://application//execute_4d.bat: Executes the .bat file. 

execute_4d.bat: Will open 4D server with the right 4DB and 4DD files located inside the 
container, making the database accessible from outside. 

To run the new container with the newly created volume, execute the following command: 

 

 

docker run -it --name autoit_conta -v c:/Users/Ayoub/Desktop/docker/data:c:/data 
autoit_img: This is the same Docker run command but with the new flag “-v”, used to 
specify the volume’s local path (folder) and the new path created in the container. 
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Note: Once inside the container (via the command Docker exec), it’s now possible to see 
the created folders and files, to ensure everything will work as expected (for debugging 
purposes). The following screenshot displays the results of a dir command executed inside 
a container: 

 

Running “container_ip_address”:”exposed_port” in the browser should display 4D server 
default home page since we exposed “8080” in the dockerfile, and configured 4D server to 
launch the web server at startup with 8080 as the associated port. 

 

Sharing Docker images 

When a Docker image is built by the Docker server, An ID is assigned, directly derived from 
the image’s content. Referring to an image with an alphanumeric ID is not convenient. 
Names and tags should be preferred instead, and it can be used via -t flag, terminal or 
inside a dockerlife. The resulting image will be placed in a server cache. In order to share 
an image, Docker ecosystem relies on the concept of registries (Docker hub for example). 
They are web services providing the ability to pull and push images. To be able to share the 
created image, the first step is to create a repository. 

Sign in https://hub.docker.com/ and click on repositories. 
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Proceed by clicking on “Create Repository”and filling in the details. Make sure to set 
visibility to private. 

Go back to terminal and proceed by typing the Docker login command and fill in the 
details. 

 

Now the created image can be pushed from the build server to the remote registry. In order 
to do this, the first thing is to a new names associated to the Docker hub’s new repository, 
via the following command: 

docker tag local_image_name repo_user_name/repo_name 

 

Now that the image is pushed, it becomes available to collaborators and can be added via 
dockerhub. In the same way, the image can also be pulled either by a direct docker pull 
command or simply by calling it using a from command, from a dockerfile or calling it as a 
parameter in a Docker run command. 

 

Docker via GU 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

For those looking to avoid the hassle of using commands and squinting your eyes through 
terminals, an easy GUI alternative remains available. However, this solution isn't perfect as it 
doesn't solve many of the encountered problems, and remains a simplistic available way to 
create, delete and manage containers. Many solutions are available on the market, and 
Kitematic was a first choice since it is a legacy solution bundled with Docker. 

To install the tool, click on the Docker icon down the notification panel and choose Kitematic, It 
will display a download prompt. Once installed, launch the tool. 

The interface offers the possibility to directly search and use any public images from Docker 
hub. The tool also directly picks up any already created containers and images and displays 
them while also offering the possibility to create new containers and manage older ones. 
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Basic container work becomes possible and easily manageable using the GUI interface such 
as creating and affecting volumes, configuring network settings and much more. Even if the 
Interactive mode remains a little bit clunky, using Docker via terminal remains the preferred 
solution among developers and Docker users.  

 

 

 

 

Conclusion 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

This technical note provided general information about Docker architecture and its features, in 
addition to a detailed step by step demo meticulously explaining the necessary configuration 
and tweaks that are mandatory and adapted to a specific 4D context and way of use.  
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Most of basic Docker commands that a 4D user could encounter were put to be used in a 
lifelike scenario. However, many more advanced commands are available for developers willing 
to venture into Docker’s depths and to broaden their knowledge. New interesting maneuvers 
can be tried out that, once mastered, have proved to be efficient in both time and performance 
aspects. 

Resources 
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

Docker commands: https://docs.docker.com 

How to Manage Docker Volumes on Windows: https://adamtheautomator.com and 
https://towardsdatascience.com 

Deploying a 4D server application in a Docker container on Windows: 
https://taow.4d.com/Deploying-a-4D-server-application-in-a-docker-container-on-
Windows/tips.178214087.en.html 

Top 10 benefits of Docker: https://dzone.com 

Technical issues and solutions: https://forums.docker.com and https://stackoverflow.com 

Getting started with Docker: https://www.pluralsight.com 

Basic Networking with Docker: https://runnable.com 

Docker Build: A Beginner’s Guide to Building Docker Images: https://stackify.com  

 


